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1. Definitions   
The following definitions apply in this Contract:  
 
a. Acceptance: Determination made by the Agency upon successful user acceptance test that the Deliverable has satisfied the 

Agency’s criteria itemized in the Purchase Order or SOW, performs, and fulfills the business and technical requirements of this 
Contract. 

b. Agency Data: Any data or information of the Agency that Contractor receives or creates by any means and in any form in 
connection with this Contract, Deliverables or Performance, including data and information with respect to any one or more of 
the following: databases, systems, operations, facilities, and regulatory compliance. 

c. Artificial Intelligence: “Artificial Intelligence” has the same meaning as provided in Conn. Gen. Stat. § 4a-2e, as may be 
amended.  

d. Business Day: A day of the week recognized by the Agency as a workday, exclusive of Saturdays, Sundays and any State or 
federal holiday. 

e. Claims: All actions, suits, claims, demands, investigations and proceedings of any kind, open, pending or threatened, whether 
mature, unmatured, contingent, known or unknown, at law or in equity, in any forum. 

f. Confidential Information:  Any name, number or other information that may be used, alone or in conjunction with any other 
information, to identify a specific individual including, but not limited to, such individual's name, date of birth, mother's maiden 
name, motor vehicle operator's license number and residential address, Social Security number, employee identification 
number, employer or taxpayer identification number, alien registration number, government passport number, health insurance 
identification number, demand deposit account number, savings account number, credit card number, debit card number or 
unique biometric data such as fingerprint, voice print, retina or iris image, or other unique physical representation. Without 
limiting the foregoing, Confidential Information shall also include any information that Agency classifies as “confidential” or 
“restricted.” Confidential Information shall not include information that may be lawfully obtained from publicly available sources 
or from federal, state, or local government records which are lawfully made available to the general public. 

g. Confidential Information Breach:  Generally, an instance where an unauthorized person or entity accesses Confidential 
Information in any manner, including but not limited to the following occurrences: (1) any Confidential Information that is not 
encrypted or protected is misplaced, lost, stolen or in any way compromised; (2) one or more third parties have had access to 
or taken control or possession of any Confidential Information that is not encrypted or protected without prior written 
authorization from the State; (3) the unauthorized acquisition of encrypted or protected Confidential Information together with 
the confidential process or key that is capable of compromising the integrity of the Confidential Information; or (4) if there is a 
substantial risk of identity theft or fraud to the Agency, the Contractor, or State. 

h. Contractor Parties:  Contractor’s members, principals, directors, officers, shareholders, partners, managers, representatives, 
agents, servants, consultants, employees or any one of them or any other person or entity with whom the Contractor is in 
privity or with whom Contractor contracts to Perform under this Contract in any capacity. 

i. Corrective Action Plan, or CAP:  A detailed written plan product by Contractor at the request of the Agency to correct or 
resolve a Breach identified by the Agency in accordance with the Breach section of this Contract. 

j. Deliverable: Each (1) Good, Service, or fulfillment of Performance; and (2) warranty of a Deliverable(s) that is listed in the 
pricing schedule or provided by Contractor as an element of Contractor’s overall approach and solution to the requirements 
of this Contract. Any one of them or a combination of any of them may be developed or produced by Contractor or by a third 
party as a supplier or subcontractor to Contractor. 

k. Deliverables Document: Exhibit A which sets forth and describes the Deliverables and pricing that are to be provided or made 
available to the Agency under this Contract or in a Statement of Work, as applicable, and the specific requirements and terms 
applicable to those Deliverables.  

l. Effective Date: The date of the last party to sign this Contract, evidenced by the signatures below, or, if this Contract requires 
Connecticut Attorney General’s Office approval, the date that the Connecticut Attorney General’s Office approves it, as 
evidenced by its signature below. 

m. Force Majeure:   Strikes, lockouts, riot, sabotage, rebellion, insurrection, acts of war, acts of terrorism, failure of or inadequate 
permanent power, fire, flood, earthquake, epidemics, natural disasters, and acts of God. 

n. Goods: All things which are movable, including, but not limited to, supplies, materials, equipment, hardware, software, 
specially manufactured things, a component incorporated into another thing and things that are attached to real property and 
that may be severed from the real property without material harm to the things. 
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o. Perform: All acts and things of the Contractor and Contractor Parties, severally and collectively, that are necessary or 
appropriate to fulfill or accomplish this Contract fully, including the Deliverables and all other Contract obligations. The word 
“Perform” includes all parts of speech. 

p. Purchase Order (“PO”):  A written or electronic document Agency issues for one or more Deliverables in accordance with 
the terms of this Contract. 
 

q. Records: All working papers and such other information and materials as may have been accumulated by the Contractor in 
Performing the Contract, including but not limited to, documents, data, plans, books, computations, drawings, specifications, 
notes, reports, records, estimates, summaries and correspondence, kept or stored in any form. 
 

r. Services: The labor or work, necessary or appropriate for the Contractor to Perform. 
 

s. Site: Location(s) specified by the Agency where Deliverables are to be installed, Services rendered, or materials furnished. 
 

t. State: The State of Connecticut, including the Agency and any office, department, board, council, commission, institution or 
other agency of the State. 
 

u. Statement of Work (“SOW”): Statement issued in connection with a Purchase Order for a Deliverable available under this 
Contract which sets forth all work and payment requirements for Contractor's Performance in connection with said Purchase 
Order. 

 
v. Term: The original term required for Contractor Performance as identified in a SOW or Purchase Order.  
 
w. Termination: An end to the Contract prior to the end of its Term whether effected pursuant to a right which the Contract 

creates or for a Breach. 
 
2. Description of Services and Pricing   
 

The Contractor shall Perform in accordance with description of services and pricing outlined in the Exhibit A, Purchase 
Order and SOW, as applicable.  
 
a. Payment shall be made only after the Agency receives and accepts the Goods or Services and after it receives a 

properly completed invoice. Unless otherwise specified in this Contract, payment for all accepted Goods or Services 
shall be due within forty-five (45) days after Acceptance of the Goods or Services, or twenty-five (25) days if the 
Contractor is a certified small contractor or minority business enterprise as defined in Conn. Gen. Stat. § 4a-60g. The 
Contractor shall submit an invoice to the Agency for the Performance. The invoice shall include detailed information for 
Goods or Services, delivered and Performed, as applicable, and accepted. Any late payment charges shall be 
calculated in accordance with the Connecticut General Statutes. 

 
b. The State shall make all payments to the Contractor through electronic funds transfer via the Automated Clearing 

House (“ACH”) or through the State of Connecticut Purchasing Card Program (“P-Card Program or P-Card”) in 
accordance with sections 4-98(c) and 42-133ff(a) of the Connecticut General Statutes.  Contractor shall enroll in ACH 
through the Office of the State Comptroller prior to sending any invoice to the State. The Contractor may obtain detailed 
information regarding ACH at: http://www.osc.ct.gov/vendor/directdeposit.html. 

 
c. Contractor shall be equipped to receive orders issued by the Agency using the P-Card Program.  The Contractor shall 

be responsible for the credit card user-handling fee associated with P-Card Program purchases.  The Contractor shall 
charge the P-Card upon Acceptance of Goods delivered to the Agency or Acceptance of Deliverables. 

 
d. Questions regarding the state of Connecticut P-Card Program may be directed to the Procurement Card Program 

Administrator at DAS.PCardAdmin@ct.gov.  
 

3. Purchase Orders 
 

a. This Contract itself is not an authorization for the Contractor to begin Performance in any way. The Contractor may 
begin Performance only after it has received a duly issued Purchase Order against this Contract for Performance. 

 
b. The Agency shall issue a Purchase Order against this Contract directly to the Contractor and to no other party. 
 
c. All Purchase Orders shall be in written or electronic form, bear the Contract number (if any) and comply with all other 

State and Agency requirements, particularly the Agency’s requirements concerning procurement.  Purchase Orders 
issued in compliance with such requirements shall be deemed to be duly issued. 

 
d. A Contractor Performing without a duly issued Purchase Order in accordance with this Section does so at the 

Contractor’s own risk. 
 
e. The Agency may, in its sole discretion, deliver to the Contractor any or all duly issued Purchase Orders via electronic 

http://www.osc.ct.gov/vendor/directdeposit.html
mailto:at%20DAS.PCardAdmin@ct.gov
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means only, such that the Agency shall not have any additional obligation to deliver to the Contractor a “hard copy” of 
the Purchase Order or a copy bearing any hand-written signature or other “original” marking. 

 
4. Breach    
 

a. If one party (the “Non-breaching Party”) determines that the other (the “Breaching Party”) has failed to comply with any 
of the Breaching Party’s corresponding Contract obligations (a "Breach"), then the Non-breaching Party shall provide 
written notice of such failure to the Breaching Party in accordance with this Contract. The Non-breaching Party must 
provide the Breaching Party an opportunity to remedy the Breach within thirty (30) calendar days from the date of the 
notice. However, if Contractor is the Breaching Party, then the Agency may set forth any remedy period in the notice, 
so long as that period is otherwise consistent with the provisions of this Contract. The period set forth in the notice is 
known as the “Remedy Period.”  The Non-breaching Party shall extend the Remedy Period if it is satisfied that the 
Breaching Party is making a good faith effort to remedy the Breach, but the nature of the Breach is such that it cannot 
be remedied within the Remedy Period. 

 
b. If the Agency determines that the Contractor has committed a Breach, then the Agency may require the Contractor to, 

and Contractor shall, prepare and submit to the Agency a CAP in connection with the identified Breach. Contractor 
shall provide in the CAP a detailed explanation of the deficiencies and other factors that contributed to the cited Breach, 
Contractor’s assessment or diagnosis of Breach (identifying the deficiencies and factors in reasonable detail, with 
references to the applicable Specifications), and a specific proposal to remedy or resolve the Breach. Contractor shall 
submit the CAP to the Agency within (10) Business Days following the Agency’s request for the CAP for the Agency’s 
review and approval.  Within 10 Business Days of receiving the CAP, the Agency must either approve the CAP, or 
reject it by delivering to Contractor a written explanation for the rejection.  If the Agency fails to accept or reject the CAP 
within the 10 Business Days, then the CAP is deemed to have been approved, without more. The Agency’s explanation 
for the rejection must include suggestions for changes to the CAP and the Contractor shall address the suggestions in 
such a manner to make it likely that the Agency will approve the CAP when the Contractor re-submits it to the Agency 
for review and approval. If the Agency rejects a CAP, then the parties will repeat this submittal and review process until 
the earliest of one of the following: (1) the Agency accepts a CAP, (2) the Agency waives its right to receive a CAP, (3) 
Contractor remedies the Breach, (4) the Agency waives the Breach, or (5) the Agency makes a determination to 
Terminate this Contract. After the first rejection, each of the parties will have 5 Business Days, instead of 10 Business 
Days, within which to review the CAP.  Each subsequent revision and review will be for up to 3 Business Days each 
instead of 10 or 5 Business Days. 

 
c. If the Agency determines that the Contractor has Breached this Contract, then the Agency may withhold payment in 

whole or in part for any amounts due pending resolution of the Performance issue, provided that the Agency notifies 
Contractor in writing prior to the date that the payment would have been due. 

 
d. For purposes of the Agency determining whether there is a Breach under this Contract, or whether any statement in 

the Representations and Warranties Section of this Contract is false or misleading, the parties deem the acts of the 
Contractor Parties to be the acts of the Contractor itself, as if the Contractor itself was the subject of the acts which the 
Agency considers in determining if there was a Breach, or an instance of false or misleading statements, or both. 

 
e. The written notice of the Breach may include an effective Termination date. If the identified Breach is not remedied by 

the stated Termination date, unless otherwise modified by the Non-breaching Party in writing before such date, no 
further action shall be required of any party to effect the Termination as of the stated date. If the notice does not set 
forth an effective Termination date, then the Non-breaching Party shall provide the Breaching Party no less than twenty-
four (24) hours' prior written notice before terminating this Contract. 

 
f. Notwithstanding any provisions in this Contract, the Agency may terminate this Contract with no Remedy Period for 

Contractor’s Breach or violation of any of the representations or warranties in this Contract and revoke any consent to 
assignments given as if the assignments had never been requested or consented to, without liability to Contractor or 
Contractor Parties or any third party. Termination under this Breach section is subject to the provisions of the 
Termination Section of this Contract. In case of such revocation or Termination, the Agency will have no liability or 
responsibility to Contractor or Contractor Parties or any third party, or any of them, resulting from the Termination or 
revocation. 

 
g. None of the State’s rights under this Breach Section diminishes the State’s rights under the Termination Section of this 

Contract. 
 

5. Termination 

a. Notwithstanding any provisions in this Contract, the Agency, through a duly authorized employee, may Terminate this 
Contract whenever the Agency makes a written determination that such Termination is in the best interests of the State. 
The Agency shall notify the Contractor in writing of Termination pursuant to this Section, which notice shall specify the 
effective date of Termination and the extent to which the Contractor must complete its Performance under this Contract 
prior to such date. 

 
b. Notwithstanding any provisions in this Contract, either party, through a duly authorized employee, may, after making a 
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written determination that the other party has Breached this Contract and has failed to remedy the Breach, Terminate 
this Contract in accordance with the Breach Section of this Contract. 

 
c. Notices of Termination must be sent certified in accordance with the Notice Section of this Contract. Upon receiving 

the Termination notice from the Agency, the Contractor shall immediately modify or discontinue all Performance 
affected in accordance with the terms of the notice, undertake commercially reasonable efforts to mitigate any losses 
or damages and deliver to the Agency (as directed in the notice) all Records. The Records are deemed to be the 
property of the State and the Contractor shall deliver them to the Agency (as directed in the notice) no later than thirty 
(30) days after the Termination of this Contract or fifteen (15) days after the Contractor receives a written request from 
the Agency for the Records. The Contractor shall deliver those Records that exist in electronic, magnetic or other 
intangible form in a non-proprietary format, such as, but not limited to, ASCII or .TXT. 

 
d. Except for any work which the Agency directs the Contractor to Perform in the notice prior to the effective date of 

Termination, and except as otherwise provided in the notice, the Contractor shall terminate or conclude all existing 
subcontracts and purchase orders and shall not enter into any further subcontracts, purchase orders or commitments. 

 
e. The Agency shall, within forty-five (45) days of the effective date of Termination, reimburse the Contractor for its 

Performance rendered and accepted by the Agency in accordance with a SOW, as applicable, in addition to all actual 
and reasonable costs incurred after Termination in completing those portions of the Performance which the notice 
required the Contractor to complete. However, the Contractor is not entitled to receive and the Agency will not tender 
to the Contractor any payments for anticipated or lost profits. Upon request by the Agency, the Contractor shall assign 
to the Agency, or any replacement contractor which the Agency designates, all subcontracts, Purchase Orders and 
other commitments, deliver to the Agency all Records and other information pertaining to its Performance, and remove 
from State premises, whether leased or owned, all of Contractor’s property, equipment, waste material and rubbish 
related to its Performance, all as the Agency (as directed in the notice) may request. 

 
f. Upon Termination of this Contract, all rights and obligations shall be null and void, so that no party shall have any 

further rights or obligations to any other party, except with respect to the Sections which survive Termination. All 
representations, warranties, agreements and rights of the parties under this Contract shall survive such Termination to 
the extent not otherwise limited in this Contract and without each one of them having to be specifically mentioned in 
this Contract. 

 
g. Termination of this Contract pursuant to this Section shall not be deemed to be a Breach of contract by the Agency. 
 

6. Sovereign Immunity 

The parties acknowledge and agree that nothing in this Contract shall be construed as a modification, compromise or waiver by the 
State of any rights or defenses of any immunities provided by federal law or the laws of the State of Connecticut to the State or any 
of its officers and employees, which they may have had, now have or will have with respect to all matters arising out of this Contract. 
To the extent that this Section conflicts with any other Section, this Section shall govern. 

7. Waiver 

a.    No waiver of any Breach of this Contract shall be interpreted or deemed to be a waiver of any other or subsequent 
Breach. All remedies afforded in this Contract shall be taken and construed as cumulative, that is, in addition to every 
other remedy provided in this Contract or at law or in equity. 

 
b. A party’s failure to insist on strict performance of any provision of this Contract shall only be deemed to be a waiver of 

rights and remedies concerning that specific instance of Performance and shall not be deemed to be a waiver of any 
subsequent rights, remedies or Breach 

 
8. Access to Contract and State Data 

a.  The Contractor shall provide to the Agency access to any data, as defined in Conn. Gen Stat. Sec. 4e-1, concerning 
this Contract and the Agency that are in the possession or control of the Contractor upon demand and shall provide 
the data to the Agency in a format prescribed by the Agency and the State Auditors of Public Accounts at no additional 
cost. 

 
b.  Ownership of Data 

 
1.     All ownership, title, licenses, proprietary rights and interest (including, but not limited to, perpetual use) (for 

purposes of this Ownership of Data Section, collectively, “Title”) of and to any and all data as defined in section 
4e-1 of the Connecticut General Statutes, ("Data") that is uploaded, collected, stored, held, hosted, located or 
utilized by the Agency or Contractor and Contractor Parties directly or indirectly in connection with this Contract at 
all times is and will always remain vested in the State.  At no time will Contractor have Title to such Data, wherever 
located. 
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2. At no cost to the State the Contractor and Contractor Parties shall, no later than fifteen (15) days after (i) receiving 
a written request from the Agency or (ii) Termination for any reason, deliver and transfer possession to the Agency 
all of the Data, in a format acceptable to the State. 

 
3. At no cost to the State, the Contractor and Contractor Parties shall, no later than fifteen (15) days, unless otherwise 

mutually agreed to in writing by the Parties, after (i) receiving a written request from the Agency, (ii) receiving final 
payment from the Agency, or (iii) Termination for any reason, over-write and securely delete all of the Data, such 
that the Data will be expunged in a manner to make retrieval of the Data impossible. 

 
4. The Contractor’s failure to deliver and transfer possession of the Data to a duly authorized agent of the Agency 

shall constitute, without more, a de facto breach of this Contract. Consequently, the Contractor shall indemnify and 
hold harmless the Agency and the State, as appropriate, for any and all damages, costs and expenses associated 
directly or indirectly with such failure.  The damages, costs and expenses shall include, but not be limited to, those 
resulting from any corresponding contracting for credit or identity protection services, or both, and from any 
subsequent non-State use of any Data.  If Contractor Parties will Perform for any purpose under this paragraph, 
the Contractor represents and warrants that it shall cause each of the Contractor Parties to so Perform and that 
each has vested in the Contractor plenary authority to cause the Contractor Parties to Perform. For purposes of 
this Ownership of Data Section, “Perform” shall include, but not be limited to, the obligations relating to the sale, 
transfer of Title, removal and transfer of possession of the Data and indemnifying and holding harmless the Agency 
and the State.  The Contractor on its own behalf and on behalf of the Contractor Parties shall also provide, no later 
than thirty (30) days after receiving a request by the Agency, such information as the Agency may identify to 
ensure, in the Agency’s sole discretion, compliance with the provisions of this Ownership of Data Section. This 
Ownership of Data Section survives Termination. 
 

9. Audit and Inspection of Plants, Places of Business and Records 

a. The State and its agents, including, but not limited to, the Connecticut Auditors of Public Accounts, Attorney General and State’s 
Attorney and their respective agents, may, at reasonable hours, inspect and examine all of the parts of the Contractor’s and 
Contractor Parties’ plants and places of business which, in any way, are related to, or involved in, the Performance of this 
Contract. 

 
b. Contractor shall maintain, and shall require each Contractor Party to maintain, accurate and complete Records. Contractor 

shall make all of its and the Contractor Parties’ Records available at all reasonable hours for audit and inspection by the State 
and its agents. 

 
c. The State shall make all requests for any audit or inspection in writing and shall provide the Contractor with at least twenty- four 

(24) hours’ notice prior to the requested audit and inspection date. If the State suspects fraud or other abuse, or in the event of 
an emergency, the State is not obligated to provide any prior notice. 

 
d. Contractor shall pay for all costs and expenses of any audit or inspection which reveals information that, in the sole 

determination of the State, is sufficient to constitute a Breach by the Contractor under this Contract. The Contractor will remit 
full payment to the State for such audit or inspection no later than 30 days after receiving an invoice from the State. If the State 
does not receive payment within such time, the State may setoff the amount from any moneys which the State would otherwise 
be obligated to pay the Contractor in accordance with this Contract. 

 
e. Contractor shall keep and preserve or cause to be kept and preserved all of its and Contractor Parties’ Records until 3 years 

after the latter of (1) final payment under this Contract, or (2) the expiration or earlier termination of this Contract, as the same 
may be modified for any reason. The State may request an audit or inspection at any time during this period. If any Claim or 
audit is started before the expiration of this period, the Contractor shall retain or cause to be retained all Records until all Claims 
or audit findings have been resolved. 

 
f. Contractor shall cooperate fully with the State and its agents in connection with an audit or inspection. Following any audit or 

inspection, the State may conduct and the Contractor shall cooperate with an exit conference. 
 
g.   Contractor shall incorporate this entire Section verbatim into any contract or other agreement that it enters into with any 

Contractor Party. 
 

10. Indemnification 

a. Contractor shall indemnify, defend and hold harmless the State and its officers, representatives, agents, servants, 
employees, successors and assigns from and against any and all (1) third party Claims arising, directly or indirectly, in 
connection with the Contract; and (2) liabilities, damages, losses, costs and expenses, including but not limited to, 
attorneys' and other professionals' fees, arising, directly or indirectly, in connection with Claims or this Contract. 
Contractor shall use counsel reasonably acceptable to the State in carrying out its obligations under this Section. 
Contractor’s obligations under this Section to indemnify, defend and hold harmless against Claims includes Claims 
concerning confidentiality of any part of or all of the Contractor’s bid, proposal or any Records, any intellectual property 
rights that may be included in the Deliverables or Performance, other proprietary rights of any person or entity, 
copyrighted or uncopyrighted compositions, secret processes, patented or unpatented inventions, trade secrets, 
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trademarks, articles or appliances furnished or used in the Performance. 
 
b. Contractor shall not be responsible for indemnifying, defending or holding the State harmless from any liability arising 

due to the negligence of the State or any third party acting under the direct control or supervision of the State. 
 
c. Contractor shall reimburse the State for any and all damages to the real or personal property of the State caused by 

the acts of Contractor or any Contractor Parties. The State shall give Contractor reasonable notice of any such Claims. 
 
d. Contractor’s duties under this Section shall remain fully in effect and binding in accordance with the terms of this 

Contract, without being lessened or compromised in any way, even where the Contractor is alleged or is found to have 
merely contributed in part to the acts giving rise to the Claims or where the State is alleged or is found to have 
contributed to the acts giving rise to the Claims or both. 

 
e. Contractor shall carry and maintain at all times during the Term of this Contract, and during the time that any provisions 

survive the Term of this Contract, sufficient commercial general liability insurance to satisfy its obligations under this 
Contract. 

 
f. This Section shall survive the Termination of this Contract and shall not be limited by reason of any insurance coverage. 

 
11. Forum and Choice of Law 

The parties deem this Contract to have been made in the City of Hartford, State of Connecticut. Both parties agree that it is 
fair and reasonable for the validity and construction of this Contract to be, and it shall be, governed by the laws and court 
decisions of the State of Connecticut, without giving effect to its principles of conflicts of laws. To the extent that any 
immunities provided by Federal law or the laws of the State of Connecticut do not bar an action against the State, and to 
the extent that these courts are courts of competent jurisdiction, for the purpose of venue, the complaint shall be made 
returnable to the Judicial District of Hartford only or shall be brought in the United States District Court for the District of 
Connecticut only, and shall not be transferred to any other court, provided, however, that nothing here constitutes a waiver 
or compromise of the sovereign immunity of the State of Connecticut. The Contractor waives any objection which it may 
now have or will have to the laying of venue of any Claims in any forum and further irrevocably submits to such jurisdiction 
in any suit, action or proceeding. 
 

12. Assignment 

The Contractor shall not assign any of its rights or obligations under the Contract, other than its right to receive payment, in 
any manner without the prior written consent of Agency.  Agency may void any purported assignment in violation of this 
section and declare the Contractor in Breach.  Any Termination by Agency for a Breach is without prejudice to Agency’s or 
the State’s rights or possible Claims. 

 
13. Advertising 

  
The Contractor shall not refer to sales to the State for advertising or promotional purposes, including, but not limited to, 
posting any material or data on the Internet, without Agency’s prior written approval. 

 
14. Tangible Personal Property 

 
a. Contractor on its behalf and on behalf of its Affiliates, as defined below, shall comply with the provisions of Conn. Gen. 

Stat. §12-411b, as follows: 
1. For the Term, Contractor and its Affiliates shall collect and remit to the State of Connecticut, Department of 

Revenue Services, any Connecticut use tax due under the provisions of Chapter 219 of the Connecticut General 
Statutes for items of tangible personal property sold by the Contractor or by any of its Affiliates in the same manner 
as if the Contractor and such Affiliates were engaged in the business of selling tangible personal property for use 
in Connecticut and had sufficient nexus with the State under the provisions of Chapter 219 to be required to collect 
Connecticut use tax; 

2. A customer’s payment of a use tax to the Contractor or its Affiliates relieves the customer of liability for the use tax; 
3. Contractor and its Affiliates shall remit all use taxes they collect from customers on or before the due date specified 

in this Contract if any, which may not be later than the last day of the month next succeeding the end of a calendar 
quarter or other tax collection period during which the tax was collected; 

4. Contractor and its Affiliates are not liable for use tax billed by them but not paid to them by a customer; and 
5. Any Contractor or Affiliate who fails to remit use taxes collected on behalf of its customers by the due date specified 

in this Contract shall be subject to the interest and penalties provided for persons required to collect sales tax 
under Chapter 219 of the Connecticut General Statutes. 

 
b. For purposes of this Section of this Contract, the word “Affiliate” means any person, as defined in section 12-1 of the 

Connecticut General Statutes, that controls is controlled by, or is under common control with another person. A person 
controls another person if the person owns, directly or indirectly, more than ten percent of the voting securities of the 
other person. The term “voting security” means a security that confers upon the holder the right to vote for the election 
of members of the board of directors or similar governing body of the business, or that is convertible into, or entitles the 
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holder to receive, upon its exercise, a security that confers such a right to vote. “Voting security” includes a general 
partnership interest. 

c. Contractor represents and warrants that each of its Affiliates has vested in the Contractor plenary authority to so bind 
the Affiliates in any agreement with the State of Connecticut.  Contractor on its own behalf and on behalf of its Affiliates 
shall also provide, no later than 30 days after receiving a request by the State’s contracting authority, such information 
as the State may require to ensure, in the State’s sole determination, compliance with the provisions of Chapter 219 of 
the Connecticut General Statutes, including, but not limited to, §12-411b. 

 
15. Americans with Disabilities Act 
   

Contractor represents that it is familiar with the terms of the Americans with Disabilities Act, 42 U.S.C. §§12101 et seq, and 
that it is in compliance with the law. Failure of Contractor to satisfy this standard either now or during the Term as it may be 
amended will render this Contract voidable at the option of the State upon notice to Contractor. Contractor warrants that it 
will hold the State harmless from any liability that may be imposed upon the State as a result of any failure of Contractor to 
be in compliance with the Americans with Disabilities Act. 

 
16. Representations and Warranties   
 

Contractor represents and warrants to the State for itself and, as applicable, the Contractor Parties that: 
 
a. each is a duly and validly existing under the laws of each such entity's respective states of organization and authorized 

to conduct business in the State of Connecticut in the manner contemplated by this Contract. Further, as appropriate, 
each has taken all necessary action to authorize the execution, delivery and Performance of this Contract and have 
the power and authority to execute, deliver and Perform its obligations under this Contract; 

 
b. each will comply with all applicable State and Federal laws and municipal ordinances in satisfying its obligations to the 

State under and pursuant to this Contract, including, but not limited to (1) Connecticut General Statutes Title 1, Chapter 
10, concerning the State’s Codes of Ethics; (2) Title 4a, Chapter 51 concerning State purchasing; and (3) Title 22a, 
Chapter 446c, section 22a-194a concerning the use of polystyrene foam; 

 
c. the execution, delivery and Performance of this Contract will not violate, be in conflict with, result in a Breach of or 

constitute (with or without due notice and/or lapse of time) a default under any of the following, as applicable: (1) any 
provision of law; (2) any order of any court or the State; or (3) any indenture, agreement, document or other instrument 
to which it is a party or by which it may be bound; 

 
d. each is not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from 

covered transactions by any governmental entity; 
 
e. as applicable, each has not, within the three years preceding the Effective Date of this Contract, in any of their current 

or former jobs, been convicted of, or had a civil judgment rendered against them or against any person who would 
Perform under this Contract, for commission of fraud or a criminal offense in connection with obtaining, attempting to 
obtain, or Performing a transaction or contract with any governmental entity. This includes, but is not limited to, violation 
of federal or state antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction 
of records or property, making false statements, or receiving stolen property; 

 
f. each is not presently indicted for or otherwise criminally or civilly charged by any governmental entity with commission 

of any of the offenses listed above; 
 
g. they have notified the Agency in writing whether they have had any contracts with any governmental entity terminated 

for cause within the three (3) years preceding the Effective Date; 
 
h. none has employed or retained any entity or person, other than a bona fide employee working solely for them, to solicit 

or secure this Contract and it has not paid or agreed to pay any entity or person, other than a bona fide employee 
working solely for them, any fee, commission, percentage, brokerage fee, gifts, or any other consideration contingent 
upon or resulting from the award or making of this Contract or any assignments made in accordance with the terms of 
this Contract; 

 
i. to the best of each entity’s knowledge, there are no Claims involving Contractor or Contractor Parties that might 

reasonably be expected to materially adversely affect their businesses, operations, assets, properties, financial stability, 
business prospects or ability to Perform fully under this Contract; 

 
j. each shall disclose, to the best of its knowledge, to the State in writing any Claims involving it that would be required 

disclosure on Form 8-K of the Securities Exchange Act of 1934 no later than ten (10) calendar days after becoming 
aware or after it should have become aware of any such Claims. For purposes of the Contractor’s obligation to disclose 
any Claims to the State, the ten (10) calendar days in the Section of this Contract concerning disclosure of Contractor 
Parties litigation shall run consecutively with the ten (10) days provided for in this representation and warranty; 

 
k. each entity’s participation in the Solicitation process is not a conflict of interest or a breach of ethics under the provisions 
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of Title 1, Chapter 10 of the Connecticut General Statutes concerning the State’s Code of Ethics; 
 
l. the proposal submitted by Contractor in response to a request for quote or bid was not made in connection or concert 

with any other person, entity or proposer, including any Affiliate (as defined in the Tangible Personal Property Section 
of this Contract) of the proposer, submitting a proposal for the same Solicitation, and is in all respects fair and without 
collusion or fraud; 

 
m. each is able to Perform under this Contract using their own resources or the resources of a party who has not submitted 

a proposal; 
 
n. if Contractor does not have plenary authority to make the representations and warranties in this Section, as applicable, 

on behalf of Contractor Parties, then Contractor shall enter into a written contract with Contractor Parties, in which 
contract Contractor Parties shall make all of the applicable representations and warranties in this Section; 

 
o. each has paid all applicable workers’ compensation second injury fund assessments concerning all previous work done 

in Connecticut; they have a record of compliance with Occupational Health and Safety Administration regulations 
without any unabated, willful or serious violations; 

 
p. none owes unemployment compensation contributions;  
 
q. none is delinquent in the payment of any taxes owed, or, that they have filed a sales tax security bond, and they have, 

if and as applicable, filed for motor carrier road tax stickers and have paid all outstanding road taxes; 
 
r. all of each entity’s vehicles have current registrations and, unless such vehicles are no longer in service, they shall not 

allow any such registrations to lapse; 
 
s. each Contractor Party has vested in the Contractor plenary authority to bind the Contractor Parties to the full extent 

necessary or appropriate to ensure full compliance with and Performance in accordance with all of the terms of this 
Contract and that all appropriate parties shall also provide, no later than fifteen (15) days after receiving a request from 
the Agency, such information as the Agency may require to evidence, in their sole determination, compliance with this 
Section; 

 
t. each either owns or has the authority to use all the Deliverables; 
 
u. to the best knowledge of Contractor, the Deliverables do not infringe or misappropriate any patent, copyright, trade 

secret or other intellectual property right of a third party; 
 
v. to the best knowledge of Contractor, the Agency's use of any Deliverables in a manner consistent with this Contract 

shall not infringe or misappropriate any patent, trade secret or other intellectual property right of a third party; 
 
w. if any party shall procure any Deliverables, they shall sublicense such Deliverables and that the Agency shall be 

afforded the full benefits of any manufacturer or subcontractor licenses for the use of the Deliverables; and 
 
x. each shall assign or otherwise transfer to the Agency or afford the Agency the full benefits of any manufacturer's 

warranty for the Deliverables, to the extent that such warranties are assignable or otherwise transferable to the Agency. 
 
17. Representations and Warranties Regarding Motor Vehicles 
 

If in the course of Performance or in any other way related to this Contract the Contractor at any time uses or operates 
“motor vehicles,” as that term is defined by Conn. Gen. Stat. §14-1 (including, but not limited to such services as snow 
plowing, sanding, hauling or delivery of materials, freight or merchandise, or the transportation of passengers), the 
Contractor, represents and warrants for itself and the Contractor Parties, that: 

 
a. it is the owner of record or lessee of record of each such motor vehicle used in the Performance of this Contract, and 

each such motor vehicle is duly registered with the Connecticut Department of Motor Vehicles (“ConnDMV”) in 
accordance with the provisions of Chapter 246 of the Connecticut General Statutes.  Each such registration shall be in 
valid status, and shall not be expired, suspended or revoked by ConnDMV, for any reason or cause.  If such motor 
vehicle is not registered with ConnDMV, then it shall be duly registered with another state or commonwealth in 
accordance with such other state’s or commonwealth’s applicable statutes.  Each such registration shall be in valid 
status, and shall not be expired, suspended or revoked by such other state or commonwealth for any reason or cause. 

 
b. each such motor vehicle shall be fully insured in accordance with the provisions of Sections 14-12b, 14-112 and 38a-

371 of the Connecticut General Statutes, as amended, in the amounts required by the said sections or in such higher 
amounts as have been specified by ConnDMV as a condition for the award of this Contract, or in accordance with all 
substantially similar provisions imposed by the law of the jurisdiction where the motor vehicle is registered. 

 
c. each Contractor Party who uses or operates a motor vehicle at any time in the Performance of this Contract shall have 

and maintain a motor vehicle operator’s license or commercial driver’s license of the appropriate class for the motor 
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vehicle being used or operated.  Each such license shall bear the endorsement or endorsements required by the 
provisions of Section 14-36a of the Connecticut General Statutes, as amended, to operate such motor vehicle, or 
required by substantially similar provisions imposed by the law of another jurisdiction in which the operator is licensed 
to operate such motor vehicle.  The license shall be in valid status, and shall not be expired, suspended or revoked by 
ConnDMV or such other jurisdiction for any reason or cause. 

 
d. each motor vehicle shall be in full compliance with all of the terms and conditions of all provisions of the Connecticut 

General Statutes and regulations, or those of the jurisdiction where the motor vehicle is registered, pertaining to the 
mechanical condition, equipment, marking and operation of motor vehicles of such type, class and weight, including, 
but not limited to, requirements for intrastate carriers with motor vehicles having a gross vehicle weight rating or gross 
combination weight rating or gross vehicle weight or gross combination weight of 18,001 pounds or more or interstate 
carriers with motor vehicles having a gross vehicle weight rating or gross combination weight rating or gross vehicle 
weight or gross combination weight of 10,001 pounds or more otherwise described by the provisions of Conn. Gen. 
Stat. § 14-163c(a) and all applicable provisions of the Federal Motor Carrier Safety Regulations, as set forth in Title 49, 
Parts 382 to 399, inclusive, of the Code of Federal Regulations.  If the Contractor is a "motor carrier," as that term is 
defined in section 49 CFR Part 390, and the Contractor is subject to an order issued by the Federal Motor Carrier 
Safety Administration that prohibits such Contractor from operating or allowing the operation of a motor vehicle, then 
the Contractor shall comply fully with such order.  In addition, if a motor vehicle or its operator is declared out of service 
pursuant to Conn. Gen. Stat. § 14-163c(d)(4), then the Contractor shall not operate or allow the operation of that motor 
vehicle and shall not allow the operator to operate a motor vehicle while the respective subject out-of-service order is 
in effect. 

 
18. Contractor shall 
 

1. Perform fully under this Contract; 
 
2. Guarantee the Goods or Services against defective material or workmanship and to repair any damage or marring 

occasioned in transit or, at the Agency’s option, replace them; 
 
3. Furnish adequate protection from damage for all work and to repair damage of any kind, for which its workers are 

responsible, to the Site, Goods, the Contractor’s work or that of Contractor Parties; 
 
4. With respect to the provision of Services, pay for all permits, licenses and fees and give all required or appropriate 

notices; and 
 
5. Adhere to all Contractual provisions ensuring the confidentiality of Records that the Contractor has access to and are 

exempt from disclosure under the State’s Freedom of Information Act (“FOIA”) or other applicable law.  
 

19. Security and/or Property Entrance Policies and Procedures 
 

Contractor shall adhere to established security and/or property entrance policies and procedures for the Agency.  It is the 
responsibility of Contractor to understand and adhere to the Agency’s policies and procedures prior to entering the Agency 
Site to Perform under this Contract. 

 
20. Disclosure of Contractor Parties Litigation 
 

Contractor shall require that all Contractor Parties, as appropriate, disclose in writing to Contractor, to the best of their 
knowledge, any Claims involving the Contractor Parties that might reasonably be expected to materially adversely affect 
their businesses, operations, assets, properties, financial stability, business prospects or ability to Perform fully under this 
Contract, no later than 10 calendar days after becoming aware of or after they should have become aware of any such 
Claims. 
 

21. Background Checks 
 

The Contractor and Contractor Parties shall submit to and incur the cost of fingerprint supported federal and state criminal 
history background checks as may be required by the State, the State of Connecticut Department of Emergency Services 
and Public Protection, or as provided for in any State document that governs procedures for background checks. The 
Contractor and Contractor Parties shall cooperate fully as necessary or reasonably requested with the State and its agents 
in connection with such background checks. 

 
22. Executive Orders and Other Enactments 
  

a. All references in this Contract to any Federal, State, or local law, statute, public or special act, executive order, 
ordinance, regulation or code (collectively, “Enactments”) shall mean Enactments that apply to the Contract at any time 
during its Term, or that may be made applicable to the Contract during its Term. This Contract shall always be read 
and interpreted in accordance with the latest applicable wording and requirements of the Enactments.  Unless otherwise 
provided by Enactments, the Contractor is not relieved of its obligation to Perform under this Contract if it chooses to 
contest the applicability of the Enactments or the State’s authority to require compliance with the Enactments. 
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b. This Contract is subject to the provisions of Executive Order No. Three of Governor Thomas J. Meskill, promulgated 

June 16, 1971, concerning labor employment practices, Executive Order No. Seventeen of Governor Thomas J. Meskill, 
promulgated February 15, 1973, concerning the listing of employment openings and Executive Order No. Sixteen of 
Governor John G. Rowland promulgated August 4, 1999, concerning violence in the workplace, all of which are 
incorporated into and are made a part of this Contract as if they had been fully set forth in it.  

 
c. This Contract may be subject to (1) Executive Order No. 14 of Governor M. Jodi Rell, promulgated April 17, 2006, 

concerning procurement of cleaning products and services. ; and (2) Executive Order No. 61 of Governor Dannel P. 
Malloy promulgated December 13, 2017 concerning the Policy for the Management of State Information Technology 
Projects, as issued by the Office of Policy and Management, Policy ID IT-SDLC-17-04.  If any of the Executive Orders 
referenced in this subsection is applicable, it is deemed to be incorporated into and made a part of this Contract as if 
fully set forth in it. 

 
23. Protection of Confidential Information 
 

a. Contractor and Contractor Parties have a duty to and shall, at their own expense, protect from a Confidential Information 
Breach any and all Confidential Information which they come to possess or control, wherever and however stored or 
maintained, in a commercially reasonable manner in accordance with the highest current industry standards and best 
practices, as they may be amended from time to time. 

 
b. Contractor and all Contractor Parties shall develop, implement and maintain a comprehensive written information 

security policy for the protection of Confidential Information that meets or exceeds current industry standards and best 
practices as they may be amended from time to time. The safeguards contained in the written information security 
policy must meet or exceed the standards for the protection of Confidential Information, and information of a similar 
character, as set forth in all applicable federal and State law and in written policy of the Agency concerning the 
confidentiality of Confidential Information. Such data-security program shall include, but not be limited to, the following: 

 
1. A security policy for employees related to the storage, access and transportation of data containing Confidential 

Information; 
 

2. Reasonable restrictions on access to records containing Confidential Information, including access to any locked 
storage where such records are kept and an auditable electronic system of logging and tracking the viewing, 
accessing or both of Confidential Information; 

 
3. A process for reviewing policies and security measures at least annually;  

 
4. Creating secure access controls to Confidential Information, including but not limited to passwords; and  

 
5. Encrypting of Confidential Information that is stored on laptops, portable devices and storage media or that is being 

transmitted electronically. 
 

c. Contractor and Contractor Parties shall notify the State of Connecticut, Department of Administrative Services (“DAS”), 
the Agency and the Connecticut Office of the Attorney General as soon as practical, but no later than the next Business 
Day, after they become aware of or suspect that any Confidential Information which Contractor or Contractor Parties 
have come to possess or control has been subject to a Confidential Information Breach. If a Confidential Information 
Breach has occurred which, in the sole opinion of the Agency after consultation with the Attorney General, constitutes 
a breach of security as defined in Connecticut General Statutes, § 36a- 701b, or otherwise (Breach), the Contractor 
shall, within three (3) Business Days after the notification, present a credit monitoring and protection plan to the 
Commissioner of DAS the Agency, and the Connecticut Office of the Attorney General, for review and approval. Such 
credit monitoring and protection plan shall be made available by the Contractor at its own cost and expense to all 
individuals affected by the Confidential Information Breach. Such credit monitoring or protection plan shall include, but 
is not limited to, reimbursement for the cost of placing and lifting one (1) security freeze per credit file pursuant to 
Connecticut General Statutes § 36a-701a. Such credit monitoring or protection plans shall be approved by the State in 
accordance with this Section and shall cover a length of time commensurate with the circumstances of the Breach. 
Neither Contractor’s nor any Contractor Party's costs and expenses for the credit monitoring and protection plan shall 
be recoverable from DAS the Agency, or any State of Connecticut entity or any affected individuals and shall be outside 
of any liability cap or limitation contained in this Contract. 

 
d. Contractor shall incorporate the requirements of this Section in all subcontracts requiring each Contractor Party to 

safeguard Confidential Information in the same manner as provided for in this Section. 
 

e. Nothing in this Section shall supersede in any manner Contractor’s or Contractor Party’s obligations pursuant to the 
provisions of this Contract concerning the obligations of the Contractor to the Agency or DAS. 
 

24. Confidentiality; Non-Disclosure 
 

The State shall exercise at least the same degree of care to safeguard any trade secrets or confidential information of 
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Contractor as the State does its own property of a similar nature and shall take reasonable steps to ensure that neither the 
confidential information of Contractor nor any part of it will be disclosed for reasons other than its own business interests. 
Such prohibition on disclosures does not apply to disclosures by the State to its employees, agents or representatives, 
provided such disclosures are reasonably necessary to the State’s use of the Deliverable, and provided further that the 
State will take all reasonable steps to ensure that the Deliverable is not disclosed by such parties in contravention of this 
Contract. The State’s performance of the requirements of this Section shall be subject to FOIA. 
 
All Records, Agency Data, and any Data owned by the State in any form, in the possession of the Contractor or Contractor 
Parties, whether uploaded, collected, stored, held, hosted, located or utilized by Contractor and Contractor Parties directly 
or indirectly, must remain within the continental United States. 
 

25. Campaign Contribution Restriction 
   

For all State contracts, defined in section 9-612 of the Connecticut General Statutes as having a value in a calendar year 
of $50,000 or more, or a combination or series of such agreements or contracts having a value of $100,000 or more, the 
authorized signatory to this Contract represents that they have received the State Elections Enforcement Commission’s 
notice advising state contractors of state campaign contribution and solicitation prohibitions, and will inform its principals of 
the contents of the notice.  
 

26. Force Majeure    
 

The parties shall not be excused from their Contract obligations except in the case of Force Majeure events and as otherwise 
provided for in the Contract.  In the case of any such exception, the failing party shall provide immediate written notice to 
the other, explaining and documenting in the notice the cause and probable duration of any such failure. Failure to provide 
written notice of Force Majeure events as soon as the failing party becomes aware of the Force Majeure events or failure 
by the other party to act in response to the notice, does not excuse any delays or failures in Performance or obligations. 
 

27. Notice 
 

All notices, demands, requests, consents, approvals or other communications required or permitted  to be given or which are given 
with respect to this Contract (for the purpose of this Section collectively called “Notices”) shall be deemed to have been effected at 
such time as the notice is placed in the U.S. mail, first class and postage pre-paid, return receipt requested or placed with a 
recognized, overnight express delivery service that provides for a return receipt.  All such Notices shall be in writing and shall be 
addressed as identified on the Purchase Order. 
 

28. Severability 

If any term or provision of this Contract or its application to any person, entity or circumstance shall, to any extent, be held to be 
invalid or unenforceable, the remainder of this Contract or the application of such term or provision shall not be affected as to 
persons, entities or circumstances other than those as to whom or to which it is held to be invalid or unenforceable. Each remaining 
term and provision of this Contract shall be valid and enforced to the fullest extent possible by law. 

29. Consumer Data Privacy and Online Monitoring 

Pursuant to section 4e-72a of the Connecticut General Statutes, Contractor shall at all times comply with all applicable 
provisions of sections 42- 515 to 42-525, inclusive, of the Connecticut General Statutes, as the same may be revised or 
modified. 

 
30. Insurance 

Contractor shall carry and maintain at all times, during the Term and during the time that any provision survives the Term, 
sufficient insurance to indemnify and hold the State harmless and to satisfy its obligations under this Contract. Contractor 
shall name the State as an additional insured on such insurance policy prior to commencing Performance. The Contractor 
shall, no later than 10 Business Days after receiving notice from the State, deliver to the State the additional insured 
endorsement to the policy in an electronic format acceptable to State evidencing that the State is an additional insured. The 
State may require Contractor to carry and maintain additional, commercially reasonable, insurance to satisfy the 
Contractor’s obligations under this Contract.  
 
 
If the Contractor is providing a Deliverable in accordance with Chapter 61 of the Connecticut General Statutes, then the 
Contractor shall comply with Sections 31 through 41, inclusive, of this Contract. If the Contractor is not providing a 
Deliverable pursuant to such chapter, then Sections 31 through 41, inclusive of this Contract do not apply and are deemed 
to be deleted in their entirety.  

 
31. State Comptroller’s Specifications 
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In accordance with Conn. Gen. Stat. § 4d-31, this Contract is deemed to have incorporated within it, and Contractor shall 
deliver the Deliverables in compliance with, all specifications established by the State Comptroller to ensure that all policies, 
procedures, processes and control systems, including hardware, software and protocols, which are established or provided 
by Contractor or Contractor Parties, are compatible with and support the State's core financial systems, including but not 
limited to, accounting, payroll, time and attendance, and retirement systems 
 

32. Continuity of Systems 

 a.   This Section is intended to comply with Conn. Gen. Stat. §4d-44. Nothing in this Section shall be construed to prevent 
Contractor from being paid for its Performance that is provided in accordance with this Contract. 

 
 b. Contractor acknowledges that the Deliverables, the Systems and associated Services are important to the function of 

State government and that they must continue without interruption.  Pursuant to Conn. Gen. Stat. §4d-44, if the work 
under this Contract, any subcontract, or amendment to either, is transferred back to the State or to another contractor 
at any time for any reason, then  Contractor shall cooperate fully with the State, and do and Perform all acts and things 
that DAS deems to be necessary or appropriate, to ensure continuity of the Agency information system and 
telecommunication system facilities, equipment and Services so that there is no disruption or interruption in 
Performance as required or permitted in this Contract.  Contractor shall not enter into any subcontract for any part of 
the Performance under this Contract without approval of such subcontract by DAS, as required by Conn. Gen. Stat. 
§4d-32 and without such subcontract including a provision that obligates the subcontractor to comply fully with Conn. 
Gen. Stat. §4d-44 as if the subcontractor were in fact the Contractor. Contractor shall make a full and complete 
disclosure of and delivery to DAS or its representatives of all Records and “Public Records,” as that term is defined in 
Conn. Gen. Stat. §4d-33 in whatever form they exist or are stored and maintained and wherever located, directly or 
indirectly concerning this Contract. 

 
c. The parties shall follow the below applicable and respective procedures in order to ensure the orderly transfer to the 

State: 
 

1. Facilities and Equipment: 
 

Unless a shorter period is necessary or appropriate to ensure compliance with Conn. Gen. Stat. §4d-44 , in which 
case that shorter period shall apply,  Contractor shall deliver to the State, F.O.B. Hartford, Connecticut or other 
State location which the State identifies, all Deliverables, Systems, facilities and equipment related to or arising 
out of this Contract, subcontract or amendment, (other than any of the Deliverables, Systems, facilities or 
equipment in which Contractor has title under this Contract) no later than ten (10) days from the date that the work 
under this Contract is transferred back to the Agency or to another contractor for any reason.  Contractor shall 
deliver the Deliverables, Systems, facilities or equipment to the State, during the State’s business hours, in good 
working order and in appropriately protective packaging to ensure delivery without damage.  Concurrent with this 
delivery, Contractor shall also deliver all related operation manuals and other Documentation in whatever form 
they exist and a list of all related passwords and security codes; 

 
2. Software Deliverables created or modified pursuant to this Contract, subcontract or amendment: Unless a shorter 

period is necessary or appropriate to ensure compliance with Conn. Gen. Stat. §4d-44, in which case that shorter 
period shall apply,  Contractor shall deliver to the State, F.O.B. Hartford, Connecticut or other location which the 
Agency identifies, all Deliverables, Materials and Systems, no later than 10 days from the date that the work under 
the SOW or this Contract is transferred back to the State or to another contractor for any reason. Contractor shall 
deliver such Deliverables, Materials and Systems to the Agency, during the Agency’s Business Hours, in good 
working order, and if the Agency’s equipment shall be delivered, in appropriately protective packaging to ensure 
delivery without damage. Concurrent with this delivery, Contractor shall also deliver all Deliverable-related 
operation manuals and other Documentation in whatever form they exist, if delivery of such manuals and 
documentation is required by this Contract or the SOW for such Deliverable, and a list of all Deliverable passwords 
and security codes; and 

 
3. Public Records, as defined in Conn. Gen. Stat. §4d-33, which  Contractor or Contractor Parties possess or create 

pursuant to this Contract, subcontract or amendment:  Unless a shorter period is necessary or appropriate to 
ensure compliance with Conn. Gen. Stat. §4d-44, in which case that shorter period shall apply, Contractor shall 
deliver to the Agency, F.O.B. Hartford, Connecticut or other State location which Agency identifies, all Public 
Records created or modified pursuant to this Contract, any SOW, subcontract or amendment and requested in 
writing by the Agency (provided that Contractor may redact confidential information of Contractor, its personnel or 
third parties to the extent permitted by applicable law) no later than the latter of (1) the time specified in the section 
in this Contract concerning Termination for the return of Public Records and (2) ten (10) days from the date that 
the work under this Contract or SOW is transferred back to the Agency or to another contractor for any reason.  
Contractor shall deliver to the Agency during the Agency’s Business Hours those Public Records in electronic, 
magnetic or other intangible form in a non-proprietary format, such as, but not limited to, ASCII or TXT.  Contractor 
shall deliver to the Agency, during the Agency’s business hours, those Public Records and a list of all applicable 
passwords and security codes, all in appropriately protective packaging to ensure delivery without damage. 

 
d. If Contractor employs former State employees, Contractor shall facilitate the exercising of any reemployment rights that 
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such State employees may have with the State, including, but not limited to, affording them all reasonable opportunities 
during the workday to interview for State jobs. Contractor shall include language similar to this Section in all of its 
contracts with its subcontractors and applicable Contractor Parties so that they are similarly obligated. 
 

33. Contractor's Obligation to Notify DAS Concerning Public Records 

In accordance with Conn. Gen. Stat. § 4d-38, if the Contractor or Contractor Parties learn of any violation of the provisions 
of Conn. Gen. Stat. §§ 4d-36 or 4d-37 they shall, no later than seven calendar days after learning of such violation, notify 
the Chief Information Officer of such violation. 

 
34. General Assembly Access to Records 

In accordance with Conn. Gen. Stat. § 4d-40, the Joint Committee on Legislative Management and each nonpartisan office 
of the General Assembly shall continue to have access to DAS records that is not less than the access that said committee 
and such offices have on July 1, 1997. 
 

35. Profiting from Public Records 

In accordance with Conn. Gen. Stat. § 4d-37, neither Contractor nor Contractor Parties shall sell, market or otherwise profit 
from the disclosure or use of any public records which are in their possession pursuant to this Contract or any contract, 
subcontract or amendment to a contract or subcontract, except as authorized in this Contract.  For purposes of this Section, 
“public records” shall have the meaning set forth in Conn. Gen. Stat. § 1-200, as it may be modified from time to time. 
 

36. Application of FOIA to Public Records Provided to Contractor 

In accordance with Conn. Gen. Stat. § 4d-35, any public record which a state agency provides to  Contractor or Contractor 
Parties shall remain a public record for the purposes of subsection (a) of Conn. Gen. Stat. § 1-210 and as to such  public 
records, the State,  Contractor and Contractor Parties shall have a joint and several obligation to comply with the obligations 
of the state agency under the Freedom of Information Act (FOIA), as defined in Conn. Gen. Stat. §1-200, provided that the 
determination of whether or not to disclose a particular record or type of record shall be made by such state agency. 
 

37. Ownership Rights and Integrity of Public Records  

In accordance with Conn. Gen. Stat. § 4d-34, (a) neither  Contractor nor Contractor Parties shall have any Title in or to (1) 
any public records which the Contractor or Contractor Parties possess, modify or create pursuant to a contract, subcontract 
or amendment to a contract or subcontract, or (2) any modifications by such contractor, subcontractor, employee or agent 
to such public records; (b) neither  Contractor nor Contractor Parties shall impair the integrity of any public records which 
they possess or create; and (c) public records which  Contractor or Contractor Parties possess, modify or create pursuant 
to this Contract or other contract, subcontract or amendment to a contract or subcontract shall at all times and for all 
purposes remain the property of the State.  For purposes of this Section, “public records” shall have the meaning set forth 
in Conn. Gen. Stat. § 4d-33, as it may be modified from time to time. 
 

38. Nondisclosure of Public Records 

In accordance with Conn. Gen. Stat. § 4d-36, neither Contractor nor Contractor Parties shall disclose to the public any 
public records (a) which they possess, modify or create pursuant to this Contract or any contract, subcontract or amendment 
to a contract or subcontract and (b) that a state agency (1) is prohibited from disclosing pursuant to state or federal law in 
all cases, (2) may disclose pursuant to state or federal law only to certain entities or individuals or under certain conditions 
or (3) may withhold from disclosure pursuant to state or federal law.  This provision shall not be construed to prohibit the 
Contractor from disclosing such public records to any Contractor Parties to carry out the purposes of its subcontract.  For 
purposes of this section, “public records” shall have the meaning set forth in Conn. Gen. Stat. § 1-200, as it may be modified 
from time to time. 
 

39. Chief Information Officer Approval of Subcontractors 

In accordance with Conn. Gen. Stat. § 4d-32, Contractor shall not award a subcontract for work under this Contract without 
having first obtained the written approval of the Chief Information Officer of the Department of Administrative Services or 
their designee of the selection of the subcontractor and of the provisions of the subcontract. 
 

40. Artificial Intelligence 
 

a. During the Term, Contractor shall respond to Agency and DAS’ information requests, no later than fifteen (15) Business Days 
from the date the Contractor receives a request, regarding (i) the use of Artificial Intelligence in any Deliverable or 
Performance by providing the data sets being collected and algorithms being used by the Contractor relating to such 
use, and (ii) the ongoing monitoring, assessment protocol and tools used by Contractor relating to the Artificial 
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Intelligence used in any Deliverable or Performance. Contractor’s response and data shall be delivered in a format 
acceptable to the Agency or DAS, as applicable.      

 
b. If during the Term Contractor introduces Artificial Intelligence functionality into a Deliverable or any portion of a 

Deliverable that was not originally included in the Deliverables or Performance, Contractor shall provide DAS and the 
Agency the option, in DAS and Agency’s sole discretion, to opt in or opt out of that Artificial Intelligence. Contractor 
shall not implement any such Artificial Intelligence without DAS’ and the Agency’s prior express written authority. 
Notwithstanding the foregoing, Contractor shall, no later than fifteen (15) Business Days after receiving a written request 
from DAS or the Agency, provide Artificial Intelligence functionality including, but not limited to, data sources and 
algorithms for any Deliverable or Performance. 

 
c. No Artificial Intelligence used in a Deliverable or Performance shall (i) result in any unlawful discrimination against any 

individual or group of individuals, or (ii) have any unlawful disparate impact on any individual or group of individuals on 
the basis of any actual or perceived differentiating characteristic, including, but not limited to, age, genetic information, 
color, ethnicity, race, creed, religion, national origin, ancestry, sex, gender identity or expression, sexual orientation, 
marital status, familial status, pregnancy, veteran status, status as a victim of domestic violence, intellectual disability, 
mental disability or physical disability, including but not limited to blindness, or lawful source of income. 
 

41. Prohibition on Additional Terms of Use 
 
a. The Contractor shall not require, as a condition of access to or use of any Deliverable under this Contract, that the 

State or its authorized users agree to or be bound by any terms of use, service terms, privacy policy, click-through 
agreement, shrink-wrap agreement, browse-wrap agreement, or any other form of supplemental, unilateral or online 
terms that are not already incorporated into this Contract (collectively, “Supplemental Terms”). 
 

b. Any Supplemental Terms, whether presented before, during, or after delivery or access to or use of the Deliverables, 
are rejected and shall have no force or effect, regardless of any action or inaction of a user (including, but not limited 
to, clicking “I agree,” opening a hyperlink, accessing a website, or continuing use of a service). 
 

c. The Contractor may require the State or its users to accept limitations on use only if those limitations are specifically 
set forth in, and are consistent with, all other terms of this Contract. No limitation on use shall be enforceable unless 
expressly previously agreed to in writing by the State.   
 

d. Imposing, or any attempt to impose, Supplemental Terms on the State or its users constitutes a material breach of this 
Contract. This provision is governed by Connecticut law and does not limit any right or remedy available to the State 
under Connecticut law or this Contract. 

 
42. Health Insurance Portability and Accountability Act of 1996 

 
a. If the Contactor is a Business Associate under the requirements of the Health Insurance Portability and Accountability 

Act of 1996 (“HIPAA”), as noted in this Contract, the Contractor must comply with all terms and conditions of this Section 
of the Contract.  If the Contractor is not a Business Associate under HIPAA, this Section of the Contract does not apply 
to the Contractor for this Contract. 

 
b. The Contractor is required to safeguard the use, publication and disclosure of information on all applicants for, and all 

clients who receive, services under the Contract in accordance with all applicable federal and state law regarding 
confidentiality, which includes but is not limited to HIPAA, more specifically with the Privacy and Security Rules at 45 
C.F.R. Part 160 and Part 164, subparts A, C, and E. 

 
c. The State of Connecticut Agency named on page 1 of this Contract (“Agency”) is a “covered entity” as that term is 

defined in 45 C.F.R. § 160.103. 
 

d. The Contractor is a “business associate” of the Agency, as that term is defined in 45 C.F.R. § 160.103. 
 

e. The Contractor and the Agency agree to the following in order to secure compliance with the HIPAA, the requirements 
of Subtitle D of the Health Information Technology for Economic and Clinical Health Act (“HITECH Act”), (Pub. L. 111-
5, §§ 13400 to 13423), and more specifically with the Privacy and Security Rules at 45 C.F.R. Part 160 and Part 164, 
subparts A, C, D and E (collectively referred to herein as the “HIPAA Standards”). 

 
f. Definitions 

 
1. “Breach” shall have the same meaning as the term is defined in section 45 C.F.R. 164.402 and shall also include a 

use or disclosure of PHI that violates the HIPAA Standards. 
2. “Business Associate” shall mean the Contractor. 
3. “Covered Entity” shall mean the Agency of the State of Connecticut named on page 1 of this Contract. 
4. “Designated Record Set” shall have the same meaning as the term “designated record set” in 45 C.F.R. § 164.501. 
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5. “Electronic Health Record” shall have the same meaning as the term is defined in section 13400 of the HITECH Act 
(42 U.S.C. §17921(5). 

6. “Individual” shall have the same meaning as the term “individual”’ in 45 C.F.R. §160.103 and shall include a person 
who qualifies as a personal representative as defined in 45 C.F.R. § 164.502(g). 

7. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health Information at 45 C.F.R. part 
160 and part 164, subparts A and E. 

8. “Protected Health Information” or “PHI” shall have the same meaning as the term “protected health information” in 
45 C.F.R. § 160.103, and includes electronic PHI, as defined in 45 C.F.R. 160.103, limited to information created, 
maintained, transmitted or received by the Business Associate from or on behalf of the Covered Entity or from 
another Business Associate of the Covered Entity. 

9. “Required by Law”’ shall have the same meaning as the term “required by law” in 45 C.F.R. § 164.103. 
2. “Secretary” shall mean the Secretary of the Department of Health and Human Services or his designee. 
3. “More stringent” shall have the same meaning as the term “more stringent” in 45 C.F.R. § 160.202. 
4. “This Section of the Contract” refers to the HIPAA Provisions stated herein, in their entirety. 
5. “Security Incident” shall have the same meaning as the term “security incident” in 45 CFR §164.304.  
6. “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected Health Information at 

45 C.F.R. part 160 and part 164, subpart A and C. 
7. “Unsecured protected health information” shall have the same meaning as the term as defined in 45 C.F.R. 164.402. 

 
g. Obligations and Activities of Business Associates. 

 
1. Business Associate agrees not to use or disclose PHI other than as permitted or required by this Section of the 

Contract or as Required by Law. 
 
2. Business Associate agrees to use and maintain appropriate safeguards and comply with applicable HIPAA 

Standards with respect to all PHI and to prevent use or disclosure of PHI other than as provided for in this Section 
of the Contract and in accordance with HIPAA standards. 

 
3. Business Associate agrees to use administrative, physical and technical safeguards that reasonably and 

appropriately protect the confidentiality, integrity, and availability of electronic protected health information that it 
creates, receives, maintains, or transmits on behalf of the Covered Entity. 

 
4. Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to the Business 

Associate of a use or disclosure of PHI by Business Associate in violation of this Section of the Contract. 
 
5. Business Associate agrees to report to Covered Entity any use or disclosure of PHI not provided for by this Section 

of the Contract or any security incident of which it becomes aware. 
 
6. Business Associate agrees, in accordance with 45 C.F.R. 502(e)(1)(ii) and 164.308(d)(2), if applicable, to ensure 

that any subcontractors that create, receive, maintain or transmit protected health information on behalf of the 
business associate, agree to the same restrictions, conditions, and requirements that apply to the business 
associate with respect to such information. 

 
2. Business Associate agrees to provide access (including inspection, obtaining a copy or both), at the request of the 

Covered Entity, and in the time and manner designated by the Covered Entity, to PHI in a Designated Record Set, 
to Covered Entity or, as directed by Covered Entity, to an Individual in order to meet the requirements under 45 
C.F.R. § 164.524. Business Associate shall not charge any fees greater than the lesser of the amount charged by 
the Covered Entity to an Individual for such records; the amount permitted by state law; or the Business Associate’s 
actual cost of postage, labor and supplies for complying with the request. 

 
3. Business Associate agrees to make any amendments to PHI in a Designated Record Set that the Covered Entity 

directs or agrees to pursuant to 45 C.F.R. § 164.526 at the request of the Covered Entity, and in the time and 
manner designated by the Covered Entity. 

 
4. Business Associate agrees to make internal practices, books, and records, including policies and procedures and 

PHI, relating to the use and disclosure of PHI received from, or created, maintained, transmitted or received by, 
Business Associate on behalf of Covered Entity, available to Covered Entity or to the Secretary in a time and 
manner agreed to by the parties or designated by the Secretary, for purposes of the Secretary investigating or 
determining Covered Entity’s compliance with the HIPAA Standards. 

 
5. Business Associate agrees to document such disclosures of PHI and information related to such disclosures as 

would be required for Covered Entity to respond to a request by an Individual for an accounting of disclosures of 
PHI in accordance with 45 C.F.R. § 164.528 and section 13405 of the HITECH Act (42 U.S.C. § 17935) and any 
regulations promulgated thereunder. 

 
6. Business Associate agrees to provide to Covered Entity, in a time and manner designated by the Covered Entity, 

information collected in accordance with subsection (g)(10) of this Section of the Contract, to permit Covered Entity 
to respond to a request by an Individual for an accounting of disclosures of PHI in accordance with 45 C.F.R. § 
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164.528 and section 13405 of the HITECH Act (42 U.S.C. § 17935) and any regulations promulgated thereunder. 
Business Associate agrees at the Covered Entity’s direction to provide an accounting of disclosures of PHI directly 
to an individual in accordance with 45 C.F.R. § 164.528 and section 13405 of the HITECH Act (42 U.S.C. § 17935) 
and any regulations promulgated thereunder. 

 
7. Business Associate agrees to comply with any state or federal law that is more stringent than the Privacy Rule. 
 
8. Business Associate agrees to comply with the requirements of the HITECH Act relating to privacy and security that 

are applicable to the Covered Entity and with the requirements of 45 C.F.R. §§ 164.504(e), 164.308, 164.310, 
164.312, and 164.316. 

 
9. In the event that an individual requests that the Business Associate 
 

A. restrict disclosures of PHI; 
B. provide an accounting of disclosures of the individual’s PHI; 
C. provide a copy of the individual’s PHI in an electronic health record; or 
D. amend PHI in the individual’s designated record set the Business Associate agrees to notify the Covered 

Entity, in writing, within five business days of the request. 
 

10. Business Associate agrees that it shall not, and shall ensure that its subcontractors do not, directly or indirectly, 
receive any remuneration in exchange for PHI of an Individual without 

 
A. The written approval of the covered entity, unless receipt of remuneration in exchange for PHI is expressly 

authorized by this Contract and 
B. The valid authorization of the individual, except for the purposes provided under section 13405(d)(2) of the 

HITECH Act, (42 U.S.C. § 17935(d)(2)) and in any accompanying regulations 
 

11. Obligations in the Event of a Breach. 
 

A. The Business Associate agrees that, following the discovery by the Business Associate or by a subcontractor 
of the Business Associate of any use or disclosure not provided for by this section of the Contract, any breach 
of unsecured protected health information, or any Security Incident, it shall notify the Covered Entity of such 
breach in accordance with Subpart D of Part 164 of Title 45 of the Code of Federal Regulations and this 
Section of the Contract. 

B. Such notification shall be provided by the Business Associate to the Covered Entity without unreasonable 
delay, and in no case later than 30 days after the breach is discovered by the Business Associate, or a 
subcontractor of the Business Associate, except as otherwise instructed in writing by a law enforcement official 
pursuant to 45 C.F.R. 164.412. A breach is considered discovered as of the first day on which it is, or 
reasonably should have been, known to the Business Associate or its subcontractor.  The notification shall 
include the identification and last known address, phone number and email address of each individual (or the 
next of kin of the individual if the individual is deceased) whose unsecured protected health information has 
been, or is reasonably believed by the Business Associate to have been, accessed, acquired, or disclosed 
during such breach. 

C. The Business Associate agrees to include in the notification to the Covered Entity at least the following 
information: 

 
1. A description of what happened, including the date of the breach; the date of the discovery of the breach; 

the unauthorized person, if known, who used the PHI or to whom it was disclosed; and whether the PHI 
was actually acquired or viewed. 

2. A description of the types of unsecured protected health information that were involved in the breach 
(such as full name, Social Security number, date of birth, home address, account number, or disability 
code). 

3. The steps the Business Associate recommends that Individual(s) take to protect themselves from 
potential harm resulting from the breach. 

4. A detailed description of what the Business Associate is doing or has done to investigate the breach, to 
mitigate losses, and to protect against any further breaches. 

5. Whether a law enforcement official has advised the Business Associate, either verbally or in writing, that 
he or she has determined that notification or notice to Individuals or the posting required under 45 C.F.R. 
164.412 would impede a criminal investigation or cause damage to national security and; if so, contact 
information for said official. 

 
D. If directed by the Covered Entity, the Business Associate agrees to conduct a risk assessment using at least 

the information in subparagraphs 1 to 4, inclusive of (g) (16) (C) of this Section and determine whether, in its 
opinion, there is a low probability that the PHI has been compromised.  Such recommendation shall be 
transmitted to the Covered Entity within 20 business days of the Business Associate’s notification to the 
Covered Entity. 

 
E. If the Covered Entity determines that there has been a breach, as defined in 45 C.F.R. 164.402, by the 
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Business Associate or a subcontractor of the Business Associate, the Business Associate, if directed by the 
Covered Entity, shall provide all notifications required by 45 C.F.R. 164.404 and 45 C.F.R. 164.406. 

 
 

F. Business Associate agrees to provide appropriate staffing and have established procedures to ensure that 
individuals informed of a breach have the opportunity to ask questions and contact the Business Associate for 
additional information regarding the breach.  Such procedures shall include a toll-free telephone number, an 
e-mail address, a posting on its Website and a postal address. Business Associate agrees to include in the 
notification of a breach by the Business Associate to the Covered Entity, a written description of the procedures 
that have been established to meet these requirements.  Costs of such contact procedures will be borne by 
the Contractor. 

 
G. Business Associate agrees that, in the event of a breach, it has the burden to demonstrate that it has complied 

with all notifications requirements set forth above, including evidence demonstrating the necessity of a delay 
in notification to the Covered Entity. 

 
h. Permitted Uses and Disclosure by Business Associate. 

 
1. General Use and Disclosure Provisions 

 
Except as otherwise limited in this Section of the Contract, Business Associate may use or disclose PHI to perform 
functions, activities, or services for, or on behalf of, Covered Entity as specified in this Contract, provided that such 
use or disclosure would not violate the HIPAA Standards if done by Covered Entity or the minimum necessary 
policies and procedures of the Covered Entity. 

 
2. Specific Use and Disclosure Provisions 

 
A. Except as otherwise limited in this Section of the Contract, Business Associate may use PHI for the proper 

management and administration of Business Associate or to carry out the legal responsibilities of Business 
Associate. 

B. Except as otherwise limited in this Section of the Contract, Business Associate may disclose PHI for the proper 
management and administration of Business Associate, provided that disclosures are Required by Law, or 
Business Associate obtains reasonable assurances from the person to whom the information is disclosed that 
it will remain confidential and used or further disclosed only as Required by Law or for the purpose for which 
it was disclosed to the person, and the person notifies Business Associate of any instances of which it is aware 
in which the confidentiality of the information has been breached. 

C. Except as otherwise limited in this Section of the Contract, Business Associate may use PHI to provide Data 
Aggregation services to Covered Entity as permitted by 45 C.F.R. § 164.504(e)(2)(i)(B). 

 
i. Obligations of Covered Entity.  

 
1. Covered Entity shall notify Business Associate of any limitations in its notice of privacy practices of Covered Entity, 

in accordance with 45 C.F.R. § 164.520, or to the extent that such limitation may affect Business Associate’s use 
or disclosure of PHI. 

2. Covered Entity shall notify Business Associate of any changes in, or revocation of, permission by Individual(s) to 
use or disclose PHI, to the extent that such changes may affect Business Associate’s use or disclosure of PHI. 

3. Covered Entity shall notify Business Associate of any restriction to the use or disclosure of PHI that Covered Entity 
has agreed to in accordance with 45 C.F.R. § 164.522, to the extent that such restriction may affect Business 
Associate’s use or disclosure of PHI. 

 
j. Permissible Requests by Covered Entity. Covered Entity shall not request Business Associate to use or disclose PHI 

in any manner that would not be permissible under the HIPAA Standards if done by the Covered Entity, except that 
Business Associate may use and disclose PHI for data aggregation, and management and administrative activities of 
Business Associate, as permitted under this Section of the Contract. 

 
k. Term and Termination. 

 
1. Term. The term of this Section of the Contract shall be effective as of the date the Contract is effective and shall 

terminate when the information collected in accordance with provision (g)(10) of this Section of the Contract is 
provided to the Covered Entity and all of the PHI provided by Covered Entity to Business Associate, or created or 
received by Business Associate on behalf of Covered Entity, is destroyed or returned to Covered Entity, or, if it is 
infeasible to return or destroy PHI, protections are extended to such information, in accordance with the termination 
provisions in this Section. 

 
2. Termination for Cause Upon Covered Entity’s knowledge of a material breach by Business Associate, Covered 

Entity shall either: 
 

A. Provide an opportunity for Business Associate to cure the breach or end the violation and terminate the 
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Contract if Business Associate does not cure the breach or end the violation within the time specified by the 
Covered Entity; or 

B. Immediately terminate the Contract if Business Associate has breached a material term of this Section of the 
Contract and cure is not possible. 

C. If neither termination nor cure is feasible, Covered Entity shall report the violation to the Secretary.  
 

3. Effect of Termination. 
 

A. Except as provided in (k)(2) of this Section of the Contract, upon termination of this Contract, for any reason, 
Business Associate shall return or destroy all PHI received from Covered Entity, or created, maintained, or 
received by Business Associate on behalf of Covered Entity.  Business Associate shall also provide the 
information collected in accordance with section (g)(10) of this Section of the Contract to the Covered Entity 
within ten business days of the notice of termination. This section shall apply to PHI that is in the possession 
of subcontractors or agents of Business Associate.  Business Associate shall retain no copies of the PHI. 

B. In the event that Business Associate determines that returning or destroying the PHI is infeasible, Business 
Associate shall provide to Covered Entity notification of the conditions that make return or destruction 
infeasible.  Upon documentation by Business Associate that return or destruction of PHI is infeasible, Business 
Associate shall extend the protections of this Section of the Contract to such PHI and limit further uses and 
disclosures of PHI to those purposes that make return or destruction infeasible, for as long as Business 
Associate maintains such PHI.  Infeasibility of the return or destruction of PHI includes, but is not limited to, 
requirements under state or federal law that the Business Associate maintains or preserves the PHI or copies 
thereof. 

 
l. Miscellaneous Sections.  

 
1. Regulatory References. A reference in this Section of the Contract to a section in the Privacy Rule means the 

section as in effect or as amended. 
 

2. Amendment. The Parties agree to take such action as in necessary to amend this Section of the Contract from 
time to time as is necessary for Covered Entity to comply with requirements of the Privacy Rule and the Health 
Insurance Portability and Accountability Act of 1996, Pub. L. No. 104191. 

 
3. Survival. The respective rights and obligations of Business Associate shall survive the termination of this Contract. 

 
4. Effect on Contract. Except as specifically required to implement the purposes of this Section of the Contract, all 

other terms of the Contract shall remain in force and effect. 
 

5. Construction. This Section of the Contract shall be construed as broadly as necessary to implement and comply 
with the Privacy Standard.  Any ambiguity in this Section of the Contract shall be resolved in favor of a meaning 
that complies, and is consistent with, the Privacy Standard. 

 
6. Disclaimer. Covered Entity makes no warranty or representation that compliance with this Section of the Contract 

will be adequate or satisfactory for Business Associate’s own purposes.  Covered Entity shall not be liable to 
Business Associate for any claim, civil or criminal penalty, loss or damage related to or arising from the 
unauthorized use or disclosure of PHI by Business Associate or any of its officers, directors, employees, 
contractors or agents, or any third party to whom Business Associate has disclosed PHI contrary to the sections 
of this Contract or applicable law.  Business Associate is solely responsible for all decisions made, and actions 
taken, by Business Associate regarding the safeguarding, use and disclosure of PHI within its possession, custody 
or control. 

 
7. Indemnification. The Business Associate shall indemnify and hold the Covered Entity harmless from and against 

any and all claims, liabilities, judgments, fines, assessments, penalties, awards and any statutory damages that 
may be imposed or assessed pursuant to HIPAA, the HIPAA Standards, or the HITECH Act (all as amended), 
including, without limitation, attorney’s fees, expert witness fees, costs of investigation, litigation or dispute 
resolution, and costs awarded thereunder, relating to or arising out of any violation by the Business Associate and 
its agents, including subcontractors, of any obligation of Business Associate and its agents, including 
subcontractors, under this Section of the Contract, under HIPAA, the HITECH Act, and the HIPAA Standards.  


